ABSTRACT In this paper, we consider the two key problems in the physical-layer security of nonorthogonal multiple access (NOMA) visible light communication (VLC) networks: investigating a closed-form achievable security rate and studying the optimal security beamforming design. Specifically, under the dimming control, practical power, and successive interference cancellation constraints, we derive both the outer and inner bounds of the security capacity region with closed-form expressions, which are evaluated via numerical results. Then, based on the proposed security-rate expression, we investigated the optimal security beamforming design to minimize the total LED power, and to maximize the minimum secrecy rate, respectively. Both the problems are nonconvex. We apply different relaxation techniques to efficiently solve them. The simulation results demonstrate the efficacy of the proposed security beamforming design schemes in the NOMA VLC networks.
I. INTRODUCTION
With the explosive increase of wireless data traffic, radiofrequency (RF) communications are suffering from congested spectrum bands and limited network capacity [1] , [2] . Although the millimeter wave (mmWave) communication provides bandwidth from hundreds of megahertz to several gigahertz range, it is still unable to fully meet the demand in future wireless communications [3] , [4] . Owning a broad license-free optical spectrum from 430 to 790 THz, visible light communication (VLC) is a promising complementary and even an alternative technology for the indoor next generation wireless networks [5] - [9] . With the deployed light emitting diode (LED), VLC simultaneously provides wireless communication and illumination, which enjoys several advantages, including high energy efficiency, high data rate, a large license-free bandwidth, no electromagnetic interference, being harmless for humans, and a low device cost.
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To better support multiple users and guarantee fairness of the multiuser VLC networks, nonorthogonal multiple access (NOMA) is a promising multiple access strategy [10] - [13] . By exploiting power-domain multiplexing, NOMA can support multiple users to access a network at the same time-frequency resources, for which the transmitter and receiver adopt superposition coding and successive interference cancellation (SIC), respectively [14] - [17] . Compared with orthogonal multiple access (OMA), NOMA significantly improves both the network capacity and user fairness, especially for high signal-to-noise ratio (SNR) scenarios [18] . Owing to the short transmission distance with a dominant line-of-sight (LOS) path, a high SNR scenario is common in VLC networks [19] , which means that NOMA is well applicable for VLC networks.
One of major security issues in VLC is the passive eavesdropping in public areas, such as libraries, meeting rooms, and emporiums [20] . Unlike conventional encryption approaches in the upper layer, the physical-layer security ensures a secure transmission based on the differences between the received SNRs at the legitimate-user and eavesdropper sides [21] - [24] . Moreover, as multiusers share the same time-frequency resources, the security of the physical layer is a necessity for enhancing the information security of NOMA VLC networks.
Recently, researchers [25] - [32] have paid some attentions to the physical-layer security of NOMA networks. Specifically, the secrecy-sum-rate-maximization problem was first investigated in [25] for a single-input single-output (SISO) NOMA network, which showed that the secrecy rate of the NOMA significantly outperforms that of the conventional OMA. Further, the secrecy-rate-maximization problems of NOMA networks have also been studied in the multipleinput-single-output (MISO) scenario [26] and multiple-input multiple-output (MIMO) scenario [28] , where the central users are legitimate users and the cell-edge users are eavesdroppers. Tian et al. [27] investigated the MIMO-NOMA secrecy sum rate maximization problem under both the SIC and transmission-power constraints. By using stochastic geometry, Liu et al. [29] studied the physical-layer security of large-scale NOMA networks for both single-and multiple-antenna base-station scenarios, in which the eavesdropper exclusion area is proposed for improving the secrecy performance. In [33] , a NOMA beamforming design was proposed to enhance the unicasting security performance and guarantee multicasting performance. He et al. [30] studied the transmission-power minimization problem with both the secrecy outage and quality-of-service (QoS) constraints, which showed the QoS secrecy tradeoff of NOMA scheme always outperforms that of the OMA scheme. By using the transmit-antenna-selection (TAS) strategies, the secrecy outage of two-user SISO and MISO NOMA systems was considered in [31] . Based on the classic Shannon capacity formula, the secrecy outage probability (SOP) was derived in [32] for NOMA VLC systems for both single and multiple eavesdropper scenarios.
Although the secrecy NOMA RF networks have been extensively investigated in [25] - [31] , the research results cannot be directly applied to NOMA VLC networks. This could be explained from two perspectives [34] : the amplitude of VLC signals should be bounded considering human-eye safety; and by exploiting the intensity modulation and direct detection (IM/DD), the information of the VLC is denoted by the intensity of the light, which implies that in analysis, the transmitted signals are real and nonnegative. Therefore, the classic Shannon capacity formula with unbounded Gaussian input is inappropriate to quantify the secrecy rate of NOMA VLC networks. To the authors' best knowledge, neither the secrecy capacity nor the achievable secrecy rate of NOMA VLC networks is known, while these two are the key metrics for the physical-layer security of the NOMA VLC networks.
In this paper, we aim to derive the achievable security rate with closed-form, and further discuss optimal security beamforming design problems. Specifically, the main contributions are summarized as follows.
• By considering the dimming control, practical power constraints, and SIC constraints, we derive both the outer and inner bounds of the security capacity region with closed-form expressions for the NOMA VLC networks.
To the best of our knowledge, the derived outer and inner bounds are the first theoretical bounds of the security capacity region in NOMA VLC networks. Moreover, the proposed inner bound represents the achievable security rate, which facilitates resource allocation and optimization to further improve the security of the NOMA network. Numerical results verify the tightness of the proposed outer and inner bounds.
• Based on the proposed achievable security-rate expression, we investigate the optimal beamforming design problems of the multiple-input single-output (MISO) NOMA VLC network. Specifically, we aimed to minimize the total LED power by using the dimming control while satisfying both user QoS requirements and secrecy-rate constraints. To solve this nonconvex problem, we propose a relaxation and restriction approach, in which the original nonconvex problem is first relaxed by utilizing the semidefinite relaxation (SDR) technique, and then approximated to a convex semidefinite program (SDP) by using a successive convex approximation (SCA) method. Thus, this problem can be efficiently solved by interior point methods.
• Furthermore, we investigated the secrecy rate maximization problem. More specifically, by considering both the dimming control and user QoS requirements, we propose the optimal beamforming design to maximize the minimum secrecy rate. However, this is a nonconvex programming problem, and by employing the relaxation and restriction approach, the nonconvex problem was reformulated to its quasi-convex form. Then, based on the bisection search algorithm, the quasi-convex problem was decomposed into a series of convex SDPs. The rest of this paper is organized as follows. In Section II, we describe the NOMA VLC system model. In Section III, we derive both the outer and inner bounds of the secrecy capacity region of NOMA VLC networks. In Section IV, we investigate the optimal beamforming design to minimize the total LED power. Then, the optimal beamforming design to maximize the minimum secrecy rate is discussed in Section V. Next, simulations and an analysis to validate the proposed schemes are presented in Section VI, and Section VII concludes the paper.
II. NOMA VLC NETWORKS
Consider a multi-LED VLC network, which includes a light with N LEDs as the transmitter, K -photodiode (PD) legitimate users (Bobs), and a single PD eavesdropper (Eve), as shown in Fig. 1 . During the downlink transmission, the VLC networks adopt the NOMA scheme. Let s k denote the transmitted signal of Bob k, where denote the beamforming vector of the signal s k . By adopting the superposition coding technique [35] , the LEDs send the K signals {s k } to the Bobs, and the Eve intends to intercept the confidential information to the Bobs. Thus, the transmitted signal vector of the LEDs, i.e.,
T is given by
where
denotes the added direct-current vector to ensure the non-negativity of the transmitted signals, and b ≥ 0. Moreover, the beamformer w k should be constrained by
where N = {1, . . . , N }. Thus, the transmitted power of LED light is
Let P inst o and P ave o denote the instantaneous and average optical power of the LED lights, which are respectively given as
Moreover, VLC networks should satisfy both eye safety and practical illumination constraints by the dimming control [34] , [36] . Specifically, the beamformer w k should also satisfy
where I H is the maximum current of the LED. The dimming level τ is defined as the ratio of the average optical power P ave o to the maximum optical power P T as follows
where 0 < τ ≤ 1.
At the receiver side, the light signals are received from not only the line-of-sight (LOS) path but also the paths of reflections caused by the reflection on the ceiling, floor, and walls [37] . Fath and Haas [19] and Wang et al. [38] showed that the power of the LOS path is significantly higher than that of the reflection paths. Therefore, only the LOS path is adopted in this paper. Let g k,n denote the gain of the LOS path from the nth LED to Bob k, which can be expressed as [37] 
where m denotes the Lambertian emission order; A R is the receiver area; d k,n is the distance from the nth LED and Bob k; φ n is the angle of irradiance of the nth LED; ψ k is the angle of incidence of Bob k; and ψ FOV denotes the field-of-view (FOV) of the receiver. Analogously, the gain of LOS path between the nth LED and Eve g E,n is defined similar to (7) .
Hence, the received signals by Bob k and Eve are respectively given by
between the light and Bob k, g E g E,1 , . . . , g E,N T denotes the channel vector between the light and Eve, n k denotes the received Gaussian noise at Bob k with zero mean and variance σ 2 k , and n E denotes the received Gaussian noise at Eve's end with zero mean and variance σ 2 k . Assume that the norm of the channel vectors
. By employing the SIC, Bob k can decode and delete the interferences
, while {s i } K j=k+1 cannot be removed. Thus, after SIC, the residual signal of the Bob is
III. SECRECY CAPACITY REGION OF NOMA NETWORKS
So far, the secrecy capacity region of the NOMA VLC network is an open problem. Let R sec i denote the secrecy capacity of s i in NOMA VLC network such that [20] , [24] , [39] 
where p i (s i ) is the distribution of s i . Unfortunately, the corresponding optimization problem (10) is difficult to solve explicitly under the amplitude constraint. Owing to the amplitude constraint, the secrecy capacity of NOMA VLC networks achieving distribution p i (s i ) is discrete [40] . However, both the secrecy capacity and the corresponding discrete distribution can only be approached via numerical calculation, without closed form expressions. To overcome the challenge, we developed both upper and lower bounds of the secrecy capacity with closed form expressions for the NOMA VLC network.
A. OUTER BOUND Let R U k,i denote the upper bound of I s i ; y SIC k,i , i.e., the upper bound of the rate of decoding message s i by Bob k, where
E,i denote the lower bound of I (s i ; y E ), i.e., the lower bound of the rate of decoding message s i by Eve. According to the results in [41] and [42] , R U k,i and R L E,i are respectively given by
where α j , β j , and γ j can be obtained by solving the equations
and
, k,i is an indicator function, which can be given as follows:
Then, the upper bound of secrecy capacity R sec i is given by
Let R sec outer denote the secrecy channel capacity region of NOMA VLC networks bounded by (11) , which is given by 
.
Then, the lower bound of secrecy capacity C sec i is given by
Let R sec inner denote the achievable secrecy-rate region of NOMA VLC networks bounded by (16) , which is given by
IV. OPTIMAL SECRECY BEAMFORMING DESIGN FOR NOMA VLC NETWORKS
With explicit closed-form achievable security rate expression, we propose the optimal secrecy beamforming design for total transmission power minimization problem and minimum secrecy rate maximization problem for the MISO NOMA VLC network.
A. TOTAL TRANSMIT POWER MINIMIZATION
In this subsection, we seek to minimize the total transmit power while satisfying the QoS requirements of the Bobs, secrecy-rate constraints, and LED-power constraints. Mathematically, the transmit power minimization problem of the MISO NOMA VLC network can be formulated as:
where r i is the QoS requirement of decoding message s i , R i is the minimum secrecy rate of message s i , and min {b, I H − b} denotes the combination of per-LED power constraints and dimming control. Owing to constraints (19b) and (19c), optimization problem (19) is nonconvex and difficult to solve. To overcome the nonconvex difficulty, we first introduce auxiliary variables as follows:
where 1 N is a N × 1 vector with all elements equal to 1 and e i is a unit vector with the ith element equal to 1. Based on the auxiliary variables in (20) , problem (19) can be equivalently reformulated as follows:
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Problem (21) is a quadratically constrained quadratic problem, and in general is NP-hard.
Then, we adopted the SDR technique to handle the nonconvex constraints in (21) . Specifically, by applying
and dropping nonconvex constraint rank (W) = 1, problem (21) can be relaxed as follows:
So far, problem (23) is still nonconvex owing to constraint (23b). In the following, we adopt the restrictive step to convert problem (23) to its corresponding convex form. Specifically, we first introduce the following exponential terms:
where x k,i , x i , y k,i , and y i are slack variables, and 1 ≤ i ≤ k ≤ K . Then, based on the introduced variables (24), problem (23) can be restricted as follows:
Note that constraints (26b), (25c), and (25d) are convex, while constraints (25e) and (25f) are still nonconvex. Based on the Taylor series expansion of a x + (x − x) a x ln a ≤ a x , both constraints (25e) and (25f) can be respectively linearized as follows:
whereŷ k,i andŷ i are feasible points of problem (25) . Thus, problem (25) can be restrictedly approximated to its convex form as:
With the givenŷ k,i andŷ i , problem (27) is convex, and can be efficiently solved using standard convex solvers [43] . Then, ŷ k,i ,ŷ i are updated by optimal solution y k,i , y i of (27) , and problem (27) is iteratively solved until it converges. As shown in [44] , the SCA method can converge to a stable point. Let W * denote the optimal solution of problem (27) . If rank (W * ) = 1, the optimal beamforming vectors of problem (19) can be obtained through eigenvalue decomposition. However, owing to SDR, the rank of matrix W * may be higher than 1, and the Gaussian randomization procedure can then be used to generate a high-quality feasible beamformer vector of problem (19) .
B. MINIMUM SECRECY RATE MAXIMIZATION
Given the QoS requirements of Bob, the dimming control and pre-LED power constraints, our goal is to optimize the beamforming design such that the minimum secrecy rate of the NOMA VLC network is maximized. To this end, we consider the following beamforming design problem for the minimum secrecy rate maximization
where P total is the maximum total transmitting power. Problem (28) is nonconvex and intractable. In the following, we first apply the relaxation step to problem (29) . Specifically, by introducing slack variable r s and W =ŵŵ T and by adopting the SDR technique, problem (29) can be reformulated as follows:
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Owing to the nonconvex constraint of (29b), problem (29) is still nonconvex. In the following, we adopt the restriction step, and define the slack variables as follows:
Note that constraints (30c) and (30d) are nonconvex, and can be approximated to their corresponding convex forms through the Taylor series expansion; this is similar to (26) . Thus, problem (29) can be restricted as follows:
Now, problem (31) is quasi-convex, i.e., it is convex for a given r s > 0. Hence, the optimal beamformers of problem (31) can be efficiently obtained using the bisection method. More details on the optimal beamformers of problem (31) can be obtained by solving a sequence of convex feasibility problems with a fixed r s > 0, as follows:
Then, we propose a bisection search method to calculate the optimal solutions of problem (32) , as shown inAlgorithm 1. (32) is feasible, set r l = r k ; else, set r u = r k ; 7) Until if r u −r l ≤ ε e , and let r opt = r k .
V. SIMULATION RESULTS AND DISCUSSION

A. SIMULATION RESULTS OF SECRECY CAPACITY REGION OF NOMA VLC NETWORKS
In this section, we evaluate the proposed outer bound given in (15) and inner bound given in (18) of the secrecy capacity VOLUME 7, 2019 region. The simulation settings are listed as follows:
Define the amplitude-to-variance ratio as ϕ = A 2 ε , and define SNR as SNR = ε σ 2 . Fig. 2 (a) -(c) present the both outer and inner bounds of secrecy channel capacity region of NOMA VLC networks, where SNR = 10dB, ϕ = 6, 8, and 10, respectively. In Fig. 2 (a)-(c) , we can observe that the inner bound close to the outer bound, and the gap between discrete outer bound and inner bound decreases as the value of ϕ increases. For the large value ϕ = 10, the gap between the outer bound and inner bound approaches zero.
Figs. 3 (a) and (b) depict the sum of the outer and inner bounds of secrecy rates r 1 + r 2 (bits/s/Hz) versus SNR (dB), where φ = 6 and φ = 10, respectively. Figs. 3 (a) and (b) show that both the outer and inner bounds increase with the SNR. Moreover, the gap between the proposed inner and outer bounds is small at lower SNR, and becomes larger as the SNR increases.
B. SIMULATION RESULTS OF OPTIMAL SECRECY BEAMFORMING DESIGN FOR NOMA VLC NETWORKS
Next, we investigated the of performance of the proposed optimal beamforming design for the total transmit power minimization problem. Consider a typical indoor VLC network scenario, which includes three Bobs (K = 3) and one Eve, and the light consists of nine LEDs (N = 9). Moreover, we model the room as a three-dimensional coordinate system (X , Y , Z ), and one of the room corner is the origin (0,0,0) of the coordinate system. The basic parameters of the VLC system in our simulations are listed in Table 1 , and the locations of users and LEDs are listed in Tables 2 and 3 , respectively. As shown, the total transmit power increases with the increase in Bobs' QoS requirements under different dimming conditions. Moreover, the total transmit power is almost the same for low QoS requirements, while for high QoS requirements, the total transmit power is inversely proportional to dimming level τ . This is because a higher value of τ will provide a larger feasible region for beamforming design. Fig. 4 (b) shows total transmit power
of the LEDs h LED (m). We observe that as the height of the LEDs increases, the transmit power first decreases, and then increases. This is because that secrecy rate first increases and then decreases as the height of the LEDs increases. Moreover, the higher the Bob's QoS requirements, the more the transmit power is needed. Finally, Fig. 5 shows minimum secrecy rate
versus rate threshold r with different power constraints and dimming control levels of versus rate threshold r with different power constraints and dimming control levels: P t = 5 W , τ = 0.6; P t = 20 W , τ = 0.6; P t = 20 W , τ = 0.3. P t = 5 (W ) , τ = 0.6; P t = 20 (W ) , τ = 0.6; andP t = 20 (W ) , τ = 0.3. Fig. 5 shows that minimum secrecy rate R sec increases as rate threshold r increases. Moreover, the comparison of the different power constraints showed VOLUME 7, 2019 that minimum secrecy rate R sec is larger for higher power constraints. Minimum secrecy rate R sec is also larger for the case of a higher dimming level τ . The reason is that the higher dimming level τ , more power can be used for information transmission.
VI. CONCLUSIONS
This study investigated the security performance of the physical layer when applying the NOMA scheme in VLC networks. Specifically, both the outer and inner bounds of the security capacity region with closed-form expressions were developed. Additionally, we investigated the optimal power allocation problem. For the total transmit power minimization problem, beamformers were designed to minimize the total LED power with dimming control while satisfying both user QoS requirements and secrecy rate constraints. To solve this nonconvex problem, we proposed a relaxation and restriction approach, in which the original nonconvex problem was first relaxed by utilizing the SDR technique, and then was approximated to a convex SDP by using the SCA method. For the minimum secrecy rate maximization problem, beamformers were developed as well under both dimming control and user QoS requirements. By applying the relaxation and restriction approach, the nonconvex problem was reformulated to the quasi-convex form, which could be solved using the bisection search algorithm. The simulation results verified that the proposed beamforming design schemes can guarantee both the security and QoS requirements of NOMA VLC networks. 
